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Marketing Concepts for Award Engagements 
 
Caetra.io will work with specific AEPA agencies to craft a marketing model that would resonate 
with the respective region or territory.  Because each region may have different objectives or 
engagement styles that work best for the constituent base, Caetra.io will utilize a variety of 
approaches to inform not only AEPA agencies but local Education Service Agencies (ESA) and 
discrete districts on why the CyMetric platform can support risk management, cyber program 
assessment, risk communication and risk remediation needs. Historically, Caetra.io has used a 
combination of direct email campaigns, educational webinar series, and co-promotions with 
managed security service provider vendors/partners, ESAs and our law firm partner organization. 
However, given the relationship the AEPA has with its member agencies and constituents, 
working with the AEPA to model something that they feel would work within specific geographies 
would likely be the best approach.  We have been told by AEPA personnel that when 
communications come from the AEPA, they are generally opened/reviewed significantly more 
than emails coming directly from vendors.  We would seek to leverage those relationships to 
maximize opportunities and people’s time.  

Marketing concepts aligned to the mission of the AEPA RFP (Cyber security): 

• Webinar/Education Series: Risk management with attorney partners (e.g. “What to Expect 
When You Are Expecting: The Anatomy of a Data Incident”), Insurance Industry Risk Seminar, 
Real-Life Stories: Surviving a Ransomware Event with a K-12 District, How to Prevent and 
Prepare for Data Incidents, Educating the Administrator: Teaching What is Important and 
How to Ask the Right Questions of Your Cyber Governance and IT Team, What is the Dark 
Web and What Can be Found There? 

• Traditional Outbound Email Campaigns 

• Co-Promotion with Managed Security Service Providers Aligning Objectives for Data Privacy 
and Data Security 

Partner/Customer Training Plan Initiatives 
Caetra.io is responsible for training our business partners, agencies and end users on the use of 
the platform. Once they are conversant in the tool, they will be able to handle functional 
questions from the user base. Scheduled quarterly trainings serve as a refresh on existing 
functionality along with updates on new functionality built in or will be built into the platform. 
Caetra.io participates in sales/pre-sales calls with prospective customers to support agencies 
and business partners to the extent it is needed.  Depending upon the model ultimately defined 
between agencies, the AEPA and Caetra.io, all entities can be provided access to a sandbox 
platform to test, train and experiment with the platform. All delivery personnel will be highly 
trained and capable of high levels of execution and efficiency with CyMetric. Should a customer 
choose to acquire CyMetric and begin to self-service their account, the proper engagement 
model can be designed that allows for proper handoff and training.   
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Due to the nature of the platform and the needs of customers, various modules are leveraged in 
stages. The stages can be broken down into the following rough outline: 

1. Onboarding: system and data management, data risk analysis, system ownership, 
compliance objectives/control definition 

2. Control ownership and approval (governance), control configuration, policy generation and 
approval 

3. Assessment plan generation, assessment methods and objects, control scoring, findings 
definition, POAM report 

4. Reporting and dashboard, program maintenance, program evolution 

Each of these stages comprises a training element that is typically 60-90 minutes in duration. 
Caetra.io does not get many real-time requests for support – currently 1-2 messages per month.  
In many cases, real-time inquiries are handled by the chat feature built into the platform 
managed by Caetra.io personnel.Caetra.io has built in a comprehensive self-service help file 
available within the platform. Many questions are answered via those articles with new articles 
being created regularly.  

CyMetric Sample Training Plan: Onboarding to Assessments 

Part 1: CyMetric Set Up (60-90 Mins) 

• Defining Organization Details 

• Inputting Users and Contacts 

• Reviewing Information Types and Systems 

• Add/Edit Information Type 

• Add/Edit Information System 

• Understanding Control Owners 

• Approving Controls 

o By Triggering Event 

o Bulk Approval 

• System and Data Reports 

Part 2: CyMetric Set Up: Continued (60-90 Mins) 

• Review Approving Controls 

• Configure Controls with Variables (if applicable) 
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• Create Multiple Configurations for a Control 

• Apply Control Configurations to a System 

• Generate Standards/Procedural Documents/Written Information security Plan 

• Control Reports 

Part 3: Assessing/Auditing Compliance Program (90 Mins) 

• Building an Assessment Plan 

• Executing an Assessment Plan  

o Define Methods and Objects 

o Rating/Scoring Control Implementation 

o Documenting Rationale for Rating 

o Appending documents/artifacts to the assessment 

o Adding/Documenting Findings (Issues) with Control Implementation 

o Saving/Editing Control Assessment 

o Applying Control Assessment to Multiple Systems 

o Closing an Assessment  

• Generate Assessment Report/View Dashboard 

 



























CyMetric reflects and facilitates district 
cybersecurity strategy and drives the 
process to achieve the overall mission

RISK MANAGEMENT AND COMPLIANCE PLATFORM

CyMetric is a one-stop shop for understanding and documenting 

the strategy, accountability, activities and status of the 

cybersecurity program.

The CyMetric platform is a centralized repository that:

• Defines activities that satisfy the requirements of state or federal 

privacy laws or cybersecurity frameworks written in language 

technology and risk resources understand

• Documents the cybersecurity and privacy program components 

that District and State stakeholders need to understand

• Directly ties District network and security processes to elements 

of their cybersecurity and data privacy program

• Produces reports that articulate the status of the program

• Demonstrates progress of the cybersecurity program over time

• Adapts to changes in state laws or mandates by proactively 

delivering updated program recommendations reflecting the 

latest guidance

TO LEARN MORE ABOUT HOW CYMETRIC CAN HELP YOU SUPPORT YOUR SCHOOL: 

www.caetra.io  |  (833) 955-4900
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CyMetric Functionality Questions and Answers 
for K-12 School Districts 

 

Numerous state laws require educational agencies to adopt a policy on data security and privacy 
that aligns with the state’s data security and privacy standard. Many states are choosing the 
National Institute for Standards and Technology Cybersecurity Framework (NIST CSF) as the 
standard for educational agencies but that is not the only option. CyMetric is a risk management 
and compliance platform that helps schools districts and organizations from any industry define, 
document, manage, evaluate and evolve their cybersecurity and privacy programs.  Additionally, 
CyMetric is a communication tool that enables technology leaders and Data Protection Officers to 
communicate district risk and maturity of their cyber/privacy programs to stakeholders 
leveraging graphical dashboards and reports digestible by non-technical personnel. The 
following content outlines common questions Caetra.io has been asked by our customers as to 
the applicability and capabilities of the CyMetric platform. 

1. Does Caetra.io have experience working with school districts to help 
them with risk management and compliance initiatives? 

Caetra.io has been working with New York State school districts to assist them with Education law 
2-d and 8 NYCRR 121 since 2020 and is also working with other K-12 entities in other states with 
their cybersecurity and privacy challenges. While the K-12 space is not the only market the 
CyMetric platforms services, it is a very important vertical for the company. Caetra.io currently has 
44 school districts subscribing to the CyMetric platform across multiple states. 
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2. How does the product help determine the current profile of a district’s 
cybersecurity activities and at what level? 

CyMetric helps Districts, and Educational Service Agencies (ESAs) determine their current 
cybersecurity profile at several stages during the use of the product through a process of 
definitions and assessments. Our response will be according to each level. 

On boarding and initial engagement with CyMetric 

CyMetric has, native to the platform, the ability to define the risk associated with the data stored 
by each organization.  These data elements are associated with systems. From this, the overall 
risk each system creates for the organization is calculated and reported both on screen and in 
reports which can be provided to various stakeholders for review and approval.  As discussed 
above, new school district customers can leverage the considerable efforts their district 
colleagues already utilizing CyMetric and borrow from their information systems inventory list, 
risk classification of these systems, and the data elements that they store.  Accordingly, through 
this process, each scholastic entity has completed both a FIPS 199 and FIPS 200 risk process for 
all their student, teacher and principal data storing systems with minimal effort. A comprehensive 
information system and data map is delivered through this process. 

The definition of the systems defined by the above process also automatically generates the 
required NIST or CIS controls needed to meet the obligations of state privacy and security laws or 
simply implement best practices.  CyMetric allows scholastic entities to uniquely configure the 
controls they use to satisfy the cybersecurity categories and subcategories described by the 
NIST CSF to suit their specific risk profile.  Again, customers under this agreement will benefit 
from the work of the other Data Protection Officers (DPO) and also have available to them the 
default configurations for the controls many of their district peers have chosen for their programs.  
This is particularly valuable for Districts moving from an ad hoc security program to a 
programmatic one as some of the definition process will be new to them.  This will give new 
customers a baseline to start from and provide peace of mind that these choices are being used 
by others as reasonable configurations for district security programs.  As their program matures, 
they can then alter selections to meet the unique needs of their district.  For DPOs more versed in 
this process, they can contribute to and improve the selection choices and advance the security 
profiles for other Districts.   

Finally, CyMetric allows Districts to document the procedures they use to support their security 
controls which defines how they are implementing the controls that support the NIST CSF and 
state or federal mandates.  CyMetric enables districts to add technical or operational procedures 
to each control along with assigning ownership of the control to a unique individual or role so that 
they can ensure procedures are followed and reflect the latest developments in their 
cybersecurity program.  The procedures can be viewed within CyMetric or produced as reports 
for review and collaboration. Defining proper processes and establishing accountability across 
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the district promotes broader adoption and execution of the security program supporting 
compliance initiatives. 

Security Program Maintenance and Implementation 

A CyMetric feature that has resonated with many of our school district customers is the ability to 
develop a phased implementation program of their final system security plan.  Native to the 
platform are all the recommended NIST 800-53 controls required to fulfill the five categories of 
the CSF as well as the privacy requirements of state laws or federal laws should they get passed.  
Numerous districts have elected to develop the maturity or implementation of some controls 
faster than others. CyMetric worked with K-12 district DPOs and cybersecurity professionals to 
segment the CSF controls into four unique phases prioritizing controls that would best address 
vulnerabilities. This segmentation allows these districts to focus on the controls that best address 
their immediate risk concerns. The definition of the four phases was produced as a result of audits 
of several districts along with the domain expertise of cybersecurity professionals that refined the 
models.  Using this approach, the evolution of the program can be measured both against the 
complete stack of controls required by the law and the phases to show how the program is 
maturing against the system security plan.   

CyMetric helps district personnel keep their program current by easily enabling users to update 
the system security plan to reflect new systems being brought online, defining new data 
elements stored in their computing environment, modify risk classifications or even add 
supplemental security controls to the program to reflect changed circumstances or changes in 
the threat landscape. CyMetric’s structured database ensures that any change to the way a 
system or control is configured will propagate across the entire platform. This process is typically 
managed by multiple spreadsheets creating error points that are eliminated by the CyMetric 
structure.  Additionally, if the risk analysis shows that a particular system requires a different 
approach to that control, the system allows the user to create a unique configuration for that 
system and create special procedures that apply only to it.  Accordingly, the platform is both as 
general and as specific as it needs to be for every system it supports. 

CyMetric also allows users to regenerate their system security plan and procedural documents 
with a simple wizard.  After new controls, configurations, systems, or data types are added, our 
customers can create new versions of their system security program documentation in less than 
a minute.  Before, with spreadsheets, this could take organizations weeks to accomplish.   

Assessments and Audits 

An important design function of CyMetric is its association of controls with the unique 
requirements of each regulation and framework it supports.  Because measuring or evaluating 
controls are the basis for determining compliance, this association is significant because when an 
organization measures the maturity of its controls, we can automatically measure the overall 
compliance to a regulation or security framework.  Customers can assess their controls either 
globally across all systems or on a system by system level.  This allows CyMetric to report on the 
organization’s overall performance with respect to its compliance obligations or to the security 
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framework it is seeking to implement.  Scoring is automatically calculated and where a control 
has implementation issues or findings, CyMetric reports on the organization’s plan for remediation 
as well as how that finding impacts the organization’s ability to satisfy each requirement of the 
regulation or framework.  

Other approaches to assessments are questionnaire based and solicit interviewee opinion about 
the organizations’ ability to deliver on its responsibilities and capabilities.   The primary 
shortcoming of this approach is that it is not based upon objective measurements of the 
constituent controls required by the mandate. Accordingly, when a significant cybersecurity 
event occurs and specific controls are identified as not being properly implemented, the 
organization will not be able to defend or justify its prior assessments because the individual 
controls were never actually measured or evaluated in accordance with best practices. 

A further power of CyMetric is that it stores each assessment.  When performing a new 
assessment, users can appreciate what was previously determined and either carry those 
findings forward or edit them to reflect any changes.  Utilizing previously evaluated controls 
saves a significant amount of work and creates efficiencies allowing for districts to do more with 
less resources. 

General Features 

o Linking to source documents.  CyMetric offers its user several opportunities to create links to 
external documents. When defining systems, performing assessments or creating 
procedures, users can, in addition to adding any rich text they deem appropriate, hyper-link to 
a reference or demonstrative document which is stored on a server or location controlled by 
the organization. This has two benefits.  It allows an organization to maintain “a single source 
of truth” by keeping only one instance of the reference document. It also reduces risk for the 
organization because the content is protected in only one place and only those authorized to 
access that document can do so.   

o Multifactor Authentication. Although no student, teacher or principal data is expected to be 
stored in CyMetric, we still appreciate the risk presented by documenting a system security 
plan and any findings associated with the controls that support that plan. To protect this 
information, we have implemented MFA as an option so that users can better protect their 
information. 

o An existing userbase of DPO’s and CISO’s from neighboring BOCES, RICs and Districts to 
interact with and improve Districts’ cybersecurity programs. Since CyMetric normalizes 
security and privacy requirements to a set of controls, Districts have a common lexicon and 
set of activities that they can work with and seek to achieve. No one needs to wonder what 
others are doing or how they are doing it.  They can work together to improve the protection 
of private data. 

o Tracks trends within the district cybersecurity and privacy program by enabling year-to-year 
comparisons of audits to see how the program is evolving and where resources need to be 
applied to ensure risks are being properly addressed. 
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o The CyMetric approach of utilizing a standard set of controls and assessment process allows 
the consortium to comprehend how the collective group of school districts are performing in 
the context of their peers. The concept of “big data” is not new but being able to utilize 
anonymized data to share security program maturity ratings across the statewide audience is 
very powerful. The consortium can understand how districts in their respective regions are 
performing and where they are having challenges with implementation. This will help the 
consortium develop professional development and training programs, negotiate better 
contracts with third-party vendors who can support districts in the areas where they have 
deficiencies and keep NYSED informed with overall performance of the state. 

3. Can the product generate a Target Profile for common desired 
cybersecurity outcomes? 

Yes.  As described above, CyMetric has within it the analysis of the lawyers from Harris Beach 
PLLC and presents a target profile of desired cybersecurity outcomes to meet various state laws 
and cyber frameworks designed to protect student and staff data.  Goals for effective 
implementation can be defined at the district level with CyMetric providing reports that define 
how well the districts are meeting those targets.  Moreover, thanks to the efforts of other district 
DPOs and the BOCES with which they work, there is a phased implementation or maturity plan 
that lets them execute their programs in defined and manageable stages while measuring how 
far along they are towards their long-term target profile. 

4. Describe how the product can create an action plan to identify 
necessary steps and prioritize the mitigation of gaps. 

CyMetric meets this requirement during the assessment phase described above.  In addition to 
measuring and scoring the functional effectiveness of a control, the assessor can also document 
any findings or issues discovered regarding the control and score the severity of those issues. 
Further, the organization has the ability to document its remediation plan and its anticipated 
closure date. All of this is then produced in an editable Plan of Action and Milestone (POAM) 
report. The POAM also aligns these findings with the requirements of the regulation or framework 
the control supports so an organization can appreciate the risks associated with the findings both 
from a cybersecurity standpoint and from a regulatory perspective. 

5. Describe the ease of implementation. 

Ease of use and understanding for users at any skill level 

The CyMetric tool is generally very easy to use and navigate.  It was designed using 
contemporary approaches to user experience to minimize the training requirements needed to 
get started. The ease of use from an interface perspective is supported by Caetra.io training 
programs to help contextualize why districts need to execute processes and procedures that are 
a part of their respective programs.  Technical resources enjoy the benefit of CyMetric’s 
translation of regulatory requirements into procedural language they can understand. CyMetric 
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promotes collaboration between business units within an organization seeking to support 
enterprise-wide involvement in the security and compliance process.  

Ease of customization, without training or skills required 

Customizing system security plans or specific controls to reflect the unique needs of a district is 
easy to accomplish.  Each CyMetric instance reflects the specific environment of a district in 
terms of the applications, systems and risk profile identified in the security plan. Districts can use 
a baseline version of controls and control configurations as a starting point but modify those 
elements as required by their needs. While it is straightforward to make customizations or 
changes to a district’s program without training, the concept of doing so is still covered in the 
CyMetric training program delivered to users. 

Ease of IT Administration, integration of Directory Services and/or access management 
system 

As a cloud-based application, CyMetric is easily managed and configured.  Users can be added or 
removed from the system depending upon their role and all of this is managed from a dashboard.  
CyMetric is a completely independent and secure system protected by its own two factor 
authentication process so that even if the organization suffers a breach, the CyMetric platform will 
remain self-contained.  As a result, CyMetric does not integrate with Directory Services or other 
access management systems and users will need their own unique passwords. 

6. What is the ability of the application to show the level of risk across all 
activities? Explain 

CyMetric has the ability to demonstrate the level of risk across all activities in two ways.  First, the 
platform has a risk module where customers can identify and document risks their information 
systems pose to the organization.  The second way the level of risk is identified is during an 
assessment.  As described above, the organization can document and rank in terms of severity, 
the implication of any findings associated with a control or process.  Since the controls are further 
associated by the Harris Beach attorneys to the regulation or framework, any defects or gaps in 
the framework or regulation are revealed and understood by the organization.  Moreover, since 
the risk is expressed in both cybersecurity and legal terms, the risk can be appreciated by a 
broader group of stakeholders.  CyMetric’s entire approach is a legal or risk-based methodology.  
It is unique in its ability to deliver on this requirement.   

7. How does the product help prioritize and scope the school district’s 
business objectives and priorities? 

CyMetric helps prioritize and scope a school district’s business objectives and priorities initially by 
phasing the maturity plan for the controls that will ultimately comprise the entire system security 
and privacy plan that supports state laws and cyber framework objectives.  This phased strategy 
was developed by District DPOs and ESA experts and reflects the priorities and scope for each 
phase that were deemed most important.  While this approach reflects the considered 
prioritization and scope of a few regions, it does not need to be the exclusive plan for all Districts 
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on the platform.  CyMetric has the capability of creating different phased plans depending upon 
the risks and priorities of different ESA or other supporting entities. Districts have also prioritized 
their efforts based upon the mission criticality of the systems within their environment.  Caetra.io 
does not have any influence on what those systems are but the CyMetric platform supports 
whatever priority criteria the districts move forward with. 

Following an assessment, CyMetric can further help scope and prioritize the District’s objectives 
by allowing it to prioritize the findings deemed either most significant or the controls viewed as 
least mature.  Since all of these controls are ultimately mapped back to the regulations and 
frameworks which require them, the school district’s business and legal obligations are both 
appreciated and able to be met. 

8. Describe how the product can audit and manage district data privacy 
policies to align with current policies? 

CyMetric has built into it the ability to generate program documents that set forth all the actions a 
scholastic entity must perform to meet the security and privacy requirements of their cyber 
security program or state laws.  In the event that there are no standard controls that address 
privacy or notification requirements, the attorneys at our partner Harris Beach create special 
controls that meet the privacy requirements or custom needs of a cyber security mandate or 
program objective.  Thus, unlike products that support only the NIST CSF, CyMetric executes on 
all the legal requirements of any law.  CyMetric is the only platform that has these custom privacy 
controls integrated into the general security plan which has been vetted by a law firm.  This fulfills 
our vision of allowing our customers to focus on the activities of security and privacy and let the 
product take over the function of demonstrating and aligning those activities with policies and the 
law. As with other aspects of the assessment process, the data privacy and notification elements 
of the law are also a part of the audit function facilitated by the CyMetric platform. 

9. Describe the alignment with functions-controls-processes? 

At its core, CyMetric is a control, procedure and process driven platform in its approach to 
security and data privacy.  The policy and standards documents are then created from this set of 
controls so there is always perfect alignment between all three.  Mechanistically at the customer 
level, CyMetric’s database stores the inventory of the district’s systems and controls required for 
those systems.  Further, the controls are directly associated with the regulation or framework the 
organization is trying to meet ensuring the alignment between the systems, controls and 
procedures needed for meeting obligations.  From this, general standards or policy documents 
are created with language created from templates created by the lawyers at Harris Beach.  The 
policy or standards language integrated into CyMetric is essentially a wrapper surrounding the 
controls and processes the organization intends to implement.  An added benefit of the product is 
that after new systems or compliance obligations are added, a simple refresh button can be 
clicked and all the policies, functions and controls are updated, with version control to reflect 
those changes.  These processes and capabilities ensure that alignment is always current. 
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10. Provide a description of your training model and support system. 

Implementation/Onboarding Support: Due to the cloud-based architecture of the CyMetric 
platform, there is no hardware or software implementation requirements to get CyMetric up and 
running. To assist with expedited deployment and rapid time to value, Caetra.io offers its school 
software title inventory with its corresponding baseline data mapping and data risk profile to all 
school districts that use the CyMetric platform. School districts will select the software titles they 
use in their district and Caetra.io will import those titles into their specific instance of the CyMetric 
platform. This process expedites district onboarding reducing significant data entry time in 
documenting and mapping their environment. It also facilitates the production of deliverables 
required by the state.  

Additionally, should districts require supplemental resources outside of their districts, Caetra.io’s 
network of service provider partners and domain experts/consultants can be introduced to 
provide immediate and ongoing support for districts to get them where they need to go. 

Training:  Caetra.io has developed a three-phase, web-based training program specific to K-12 
entities that it has already implemented and delivered to existing customers.  The CyMetric 
application also has substantial in-app/online support tools available for users to utilize for self-
service training.  CyMetric incorporates the use of Intercom, an online support tool enabling 
customers to contact Caetra.io support via an instant messaging chat function for real-time 
support with Caetra.io personnel.  Intercom also has built-in support documentation detailing 
product use guidance as well as configuration, operational, and other business considerations. 

On-Going Support: Caetra.io strives to ensure its customers are fully equipped to maximize their 
investment in the CyMetric platform.  In addition to onboarding training, online tools and tutorials 
are continually being added to the platform to support on-going education and use case support.  

Regional based refresh/new feature trainings could be scheduled to ensure all personnel are 
current with the use and capability of the CyMetric platform.   

Additional features and functions will be added to CyMetric over time based upon our current 
development road map and input from the CyMetric user base. Caetra.io produces outbound 
newsletter announcements of feature enhancements, insights on scenario use-case functionality 
and scheduled maintenance as a practice to ensure customers are informed on all matters 
related to CyMetric.  Caetra.io will also share insights from our business partner/ownership group 
law firm that are relevant to the K-12 school district community. 

System security - Security Updates and Patch schedules 

The application is designed and implemented using modern security design implementation 
patterns. Customer data is encrypted at rest and TLS is enforced on all communications from the 
browser to the application instance. 

Each quarter, the application dependencies are reviewed and updated to ensure all known 
security issues are addressed. In addition, new critical security issues are addressed as soon as 
identified and an analysis indicates the issue impacts the platform. 
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The application leverages a public 3rd party cryptographic library to authenticate each user 
during the server-side logon process. Once a user is authenticated, an authorization token is 
generated and managed via an expiring JavaScript web token (jwt). The jwt and associated 
server-side allow list validate each request is authorized. Authorization is further enforced at the 
server and database level to limit access to relevant customer data. On user logout or session 
expiration, the token is invalidated and purged from the allow list. 

11. Does the product have the multi-tenant capability to manage all 
districts from a single platform? 

Because each district is required to have its own security and privacy program in place, all 
districts/ESAs will have their own instance of the CyMetric application. Districts can invite external 
entities (ESAs/Third-Party vendors) to access the district instance to provide inputs, assessments 
and other functions in support of the districts. The inverse of this is also accurate where an ESA 
can be the principal manager of a district instance and invite school district personnel to the 
district’s discrete CyMetric instance. A true multi-tenant model is not available at the time.  

12. Describe the compatibility with other systems. 

While our platform is designed to support APIs and uses APIs in its operation, it is a self-contained 
platform that allows its customers to design policies, system security plans to document their 
computing environment to assess their security and privacy controls independent of other 
systems.  To date, software products that monitor system security and network status do not 
currently associate security activities with unique controls rendering compatibility as not an 
essential element to the automation of the CyMetric platform.  Should network security and 
network monitoring products evolve to accomplish that objective, Caetra.io could align that 
capability with the CyMetric platform. 

13. What other features does the platform bring to the table? 

Regulation Monitoring: The lawyers of Harris Beach provide ongoing management and insight to 
the list of controls associated with the regulation so that as regulations or their interpretation 
change, the list is updated to reflect the law firm’s latest understanding of the legal requirements 
of each regulation. The monitoring of regulations and the controls is not something districts need 
to manage as Caetra.io and the CyMetric platform will take care of that for them.  School districts 
or any other organization have the ability to accept or reject these recommendations depending 
upon the advice they receive from their counsel or the special circumstances of their system 
environment.   

14. How does Caetra.io price the CyMetric platform? 

Caetra.io offers its CyMetric platform as a compliance-as-a-service subscription license model.  
The annual subscription price is based upon the regulation a customer is seeking to comply with.  
There is no limit to the number of users that can access the tool, no limit on the number of 
systems that can be populated into the platform or any other limitation that may be imposed by 
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other platforms.  For the purposes of this proposal, the license structure is based upon district 
acquisition for Education Law 2-d and its regulatory element, 8 NYCRR Part 121 along with the 
four “phases” of CSF controls that have been designed by a team of New York State school 
district DPOs to assist with building a structured system security program in manageable phases. 
The latter of these options is optional to utilize.   

Caetra.io has crafted an aggressive pricing schedule for school districts across New York State.  
Pricing is based upon school district size to accommodate challenges districts have based upon 
their respective sizes as well as accommodate any services that may be required to support the 
tool. 

15. Is any software required on the client to optimally use your software?  

Only an industry standard browser (Chrome, Microsoft Edge, Firefox, Apple Safari) is required to 
use CyMetric. 
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CyMetric Talking Points for K-12 School Districts 
Mission: Risk Reduction. The primary District goal is to implement cyber frameworks 
(e.g. NIST CSF) as well as state required control elements into a data security and 
privacy program.  However, there may be areas of specific risk that a District may 
want to address as a priority like ransomware or cybersecurity insurance acquisition.  
CyMetric’s built in flexibility enables Education Service Agencies (ESAs) and Districts 
the capability to focus their implementation strategy on immediate threats and risks 
most important to Districts and thus phase their implementation of the program in a 
way that is achievable and meaningful.  Moreover, since a framework is a prism for 
viewing the controls that define the functions of the framework, it allows for the 
custom design of controls that address the functions of the framework without being 
constrained to a one size fits all approach.  ESAs can define custom control sets 
based on functions within the framework that target specific threat vectors 
(ransomware) or business focused risk factors (cybersecurity insurance) to address 
specific needs.  

SHORT TERM: 

• Questionnaire or environmental assessment-based solutions tend to provide a
superficial look at where an organization is with its security program
implementation. The execution or measurement of a program cannot be achieved
without understanding what activities or controls need to be fulfilled at the system
level.

• For public schools, CyMetric defines all of the elements and tasks necessary to
meet state mandates out of the box.

• Enables the inventorying of software/hardware assets along with a detailed data
map with associated risk profiles.  Much of this inventory definition can be
automated leveraging the work of other data protection officers.

• Automatically generates framework controls AND the controls for complying with
a state's data privacy and notification requirements. CyMetric is the only tool that
can supply both the framework control set and the state privacy and notification
control sets required to meet the expectations of the law.

• Aligns the controls to the specific elements of the framework and state laws that
are being satisfied by the implemented controls - all legally vetted by a
nationally recognized law firm ensuring the output supports the requirements
of the law.

• Standardizing the approach to meeting the compliance obligation makes
supporting the mandate easier to manage from an ESA perspective while allowing
for District resources to share the workload.

• Dynamically produces procedural/departmental policy documents that reflect the
requirements of your district and of state mandates.

• CyMetric does not limit the number of users who can access and interact with the
platform.  Unlimited district internal and external resources can use CyMetric as a
part of their program execution.
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• Supports custom phases of implementation for control sets.  Districts can work at 
a pace they define with a set of controls that will form the foundation of their 
program while they work toward full compliance over time. This allows for setting 
achievable, realistic goals that districts can accomplish and report on. Beyond 
this, Districts can add additional controls to address any unique risk they may 
encounter.

MEDIUM TERM: 

• When districts are ready to evaluate or assess their cyber/privacy program, 
CyMetric automatically assembles the controls that need to be audited in one 
repository eliminating the need for multiple spreadsheets.  The tool also enables 
users to define how and what they are auditing enabling documentation of the 
program that is used for reporting. CyMetric produces detailed reports and 
highlights remediation plans for issues with the program found during the 
assessment process (Plan of Action and Milestone – POAM Report) along with a 
dashboard highlighting the status of the program.

• Districts can farm out work (control evaluation, gap analysis, policy review, etc.)  to 
external sources to offload some of the management of their compliance program.

• If states alter the requirements of the law or indicates areas of focus for auditing the 
program, CyMetric updates the platform automatically to ensure districts programs 
are current with the latest control sets.

• Districts can enhance their individual programs with supplemental controls that 
address specific needs or risks they have.

LONG TERM: 

• Districts can review previous audits/assessments to track their program over time 
looking for trends or other data points that provide insight on their program.

• In some cases, specific control assessments can be repurposed/reapplied to their 
audits without having to re-evaluate the control.

• Should a District need to develop compliance programs for other obligations (e.g. 
NY SHIELD, HIPAA, CPRA, etc.), CyMetric aligns those obligations to the controls 
already in place consolidating multiple programs reducing the workload to add a 
new obligation.

• ESAs have visibility into their component District bases to produce reports that 
allow for regional comparisons with their peer groups.  Also, ESAs will be able to 
see regional trends or needs that may warrant enhanced services that can be 
provided by the ESA (e.g. professional development programs, new security tools 
to offer, etc.).



• Creates a common core for compliance across regions while allowing 
for district independence

• Automate the development of your standards, practices and procedures 
for your data privacy and cybersecurity program

• Enables the development of multi-year implementation models to 
phase in a program that supports district risk and system priorities

• Deploy, assess and evolve your program based upon your system risk, 
available resources and regulatory or security framework requirements

Protect personal identifiable information and sensitive data with an 
automated tool enabling you to ace your compliance objectives.

Simplifying Compliance. Reducing Risk. 

Visit us: www.caetra.io	 Book a demo: 833.955.4900

Don’t let cybersecurity compliance 
place your district at risk. 

Reduce District risk with CyMetric, a cloud-based delivery tool for 
ongoing regulatory guidance and security program management. 



Simplifying Compliance. Reducing Risk. 

			 99 Garnsey Rd. Pittsford NY 14534

www.caetra.io

How does it benefit the school district?

One of the biggest challenges with any regulation or cybersecurity program is translating it into 
actions needed to be taken by an organization to meet the law or program requirements. 

Cybersecurity frameworks like the NIST CSF, are high level models that provide guidance on 
security/operational areas (Identify/Protect/Detect/Respond/Recover) that organizations need 
to focus on in order to have a robust data security program. Frameworks generally do not provide 
any insight as to how to accomplish that goal – leaving districts having to guess as to how to meet 
the framework's goals. 

CYMETRIC TAKES THE GUESSWORK OUT OF THE PROCESS 

Defines processes and controls that satisfy the requirements of your cyber program

• By defining specific processes, procedures and functions (controls) that need to be put
into place, CyMetric gives technology directors at the district level (or educational
service agency) explicit direction in a language they can understand.

Meets requirement for system inventory to support audits
• The tool outputs system security plan documents that define the data privacy and

data security program to which each district attests. All functions and capabilities have
been legally vetted by nationally recognized law firm Harris Beach PLLC. to ensure the
software platform satisfies the applicable laws that are licensed.

Provides assessment mechanism tool integrated into the platform

• Once districts become empowered to evaluate the implementation and status of the
program at the control level, school boards can understand where risks lie and how to
prioritize them with their available resources. Caetra.io, the company that provides
CyMetric, also provides regulation monitoring to update and reflect any changes to the
law or guidance on its implementation with respect to state privacy and data security
laws.

From an educational service agency (ESA) perspective, the goal is to create a baseline 
standard for compliance programs across their region (in place of unique programs for each 
district) that can be better supported through value-added services potentially delivered 
from the ESA. Each district can customize their programs based upon their unique 
circumstances; but the core will be consistent.
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How does CyMetric Work?

The essence of CyMetric is that it translates the legal 

requirements of any regulation or standard into discrete 

actions that an IT group can both understand and implement. 

Further, it allows the customer to measure how well their 

cybersecurity and privacy program is implemented so that the 

strength or maturity of it can be gauged. CyMetric produces 

a set of specific controls or processes which support not only 

the security requirements or supported regulations but also the 

unique privacy requirements of each law as well. These controls 

are selected from the National Institute of Standards and 

Technologies (NIST) SP 800-53 publication, the Center for 

Internet Security v8 control set or were written and validated by 

attorneys at a nationally recognized law firm. 

Stop chasing compliance. Simplify it.

http://www.caetra.io
http://www.caetra.io
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CyMetric does the following:

1. Automates the definition of processes and controls that satisfy regulatory
or security framework requirements eliminating the need for organization 
personnel or lawyers to translate the regulation or company policy 
documents.

2. Standardizes compliance programs on a single set of processes, procedures 
and controls enabling organizations to easily incorporate other compliance 
requirements (e.g. NY SHIELD, HIPAA, GDPR, CCPA/CPRA, CMMC) into their 
program if the need arises.

3. Meets the standard requirement for system inventory and data classification 
to support audits. CyMetric can leverage outputs from other tools that define 
software and hardware assets and import them into CyMetric eliminating 
significant amounts of data entry required to develop an asset inventory.

4. Provides a program assessment mechanism tool integrated into the platform 
enabling organizations to migrate away from spreadsheet-based program 
management.

5. Supports the dynamic nature of cybersecurity and privacy program
requirements.  By creating a centralized repository for all facets of the
program, company programs stay current with the changing threat landscape.
Updating program documentation and adjusting parameters of their security
profile is managed by a few clicks of a mouse. Program evaluation content,
system reports, supporting artifacts and documents are easily accessible for
facts on demand.

6. Allows for establishing designed phases for program implementation so
organizations can build their program in a manageable and time appropriate
manner based upon available resources, budget and other factors.

7. Increases efficiency by enabling an unlimited number of users access to the
tool at the organizational  level. Organizations are free to leverage their
internal human assets as well as external resources like consultants and third-
party vendors to help manage their programs.

8. Tracks trends within the organization’s cybersecurity and privacy program by
enabling year-to-year comparisons of audits to see how the program is
evolving and where resources need to be applied to ensure risks are being
properly addressed.

http://www.caetra.io
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STAKEHOLDERS
Every control or defined procedure is directly associated with 

the elements of the regulation it has mapped to. Accordingly, 

an organization and its many stakeholders understand not 

only the discrete requirements of these protection functions, 

but also how, when viewed as a whole, the security program is 

performing. Thus, for the technologists, they know exactly what 

they need to do to improve the program and can fully document 

the procedures they will use to implement each control. For 

stakeholders who are less technologically focused, they can see 

a visualization of the program arranged around the requirements 

of a regulation or security program they are implementing.

CyMetric also delivers all of the required elements specified in 

the myriad regulations imposed on organizations: asset inventory 

of information systems, documentation of the data types or 

information types stored within the organization’s environment, 

plus assigns a risk profile to those assets. Additionally, 

CyMetric outputs policy and procedural documents that define 

organizational cybersecurity and privacy programs in support of 

company policies. 

Lastly, CyMetric provides the mechanism to define how well 

the cybersecurity and privacy program has been implemented 

through an audit or assessment process evaluating the 

processes and procedures defined by the program. The outputs 

from the assessment process present stakeholders with insight 

as to what aspects of their program are well defined and where 

there are risks/exposures that need to be addressed. With the 

relative nascence of most cybersecurity and privacy mandates, 

should regulators, government agencies or any other entity 

make changes to the requirements of the law or what a company 

should be doing to meet the requirements of the law, Caetra.io will 

monitor for any such changes in the regulation and will push out 

updates to CyMetric customers. This will ensure that they always 

have the latest recommendations on how to comply with the law.

http://www.caetra.io
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ASSESSMENT
An important design function of CyMetric is its association 

of controls with the unique requirements of each regulation 

and framework it supports. Because measuring or evaluating 

controls is the basis for determining compliance, this 

association is significant because when an organization 

measures the maturity of its controls, CyMetric can 

automatically measure the overall compliance to a regulation 

or security framework. Customers can assess their controls 

either globally across all systems or on a system by system 

level. This allows CyMetric to report on the organization’s 

overall performance with respect to its compliance obligations 

or to the security framework it is seeking to implement. 

Scoring is automatically calculated and where a control has 

implementation issues or findings, CyMetric reports on the 

organization’s plan for remediation as well as how that finding 

impacts the organization’s ability to satisfy each requirement of 

the regulation or framework. 

Other approaches to assessments are questionnaire based 

and solicit interviewee opinion about the organizations’ ability 

to deliver on its responsibilities and capabilities.  The primary 

shortcoming of this approach is that it is not based upon 

objective measurements of the constituent controls required 

by the mandate. Accordingly, when a significant cybersecurity 

event occurs and specific controls are identified as not being 

properly implemented, the organization will not be able to 

defend or justify its prior assessments because the individual 

controls were never actually measured or evaluated in 

accordance with best practices.

In addition to measuring and scoring the functional 

effectiveness of a control, the assessor can also document any 

findings or issues discovered regarding the control and score 

the severity of those issues. Further, the organization has the 

ability to document its remediation plan and its anticipated 

http://www.caetra.io
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closure date. All of this is then produced in an editable Plan 

of Action and Milestone (POAM) report. The POAM also 

aligns these findings with the requirements of the regulation 

or framework the control supports so an organization can 

appreciate the risks associated with the findings both from a 

cybersecurity standpoint and from a regulatory perspective. 

POSITIVE OUTCOMES
Today’s hyper-networked and highly-regulated world asks more 

and more of the executives that conduct business in it. Business 

leaders need to depend on their technology infrastructure 

to keep the bad actors at bay and rely on their compliance 

personnel to monitor the many regulations designed to 

protect the data they keep. CyMetric integrates the law into 

the software, producing controls and policies that meet the 

rigor required by the regulations and align with the technology 

infrastructure needs outlined by industry standards. CyMetric 

reduces the dependency on legal counsel to craft controls and 

policies that may be undermined or even redundant.

By leveraging CyMetric, not only to build your controls and 

policies but also to update them as regulations change, your 

compliance personnel can focus their efforts on more impactful 

initiatives; and your company can focus on strategic initiatives to 

grow the business.

http://www.caetra.io
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Contact Us

Email: contact@caetra.io

Phone: 833.955.4900



 

www.caetra.io 99 Garnsey Rd, Pittsford, NY 14534 833.955.4900 

Caetra.io CyMetric Risk Management 
Platform Overview  

The essence of CyMetric is that it translates the requirements of any regulation or cyber security 
standard into discrete actions that an IT group can both implement and understand.  Further, it 
allows the customer to measure how well their cybersecurity and privacy program is 
implemented so that the strength or maturity of it can be gauged.  For the school districts and 
Educational Service Agencies (ESA), CyMetric prescribes a set of specific controls or processes 
that align to industry standard cyber frameworks like the NIST CSF and SOC2 as well as control 
sets like Center for Internet Security (CIS) and NIST 800-53. Additionally, the CyMetric platform 
also is able to provide regulatory insight on aligning with state or federal mandates focused on 
privacy, notification and other contemporary requirements that do not have standard controls that 
address them.  These custom privacy and notification-oriented controls were written and 
validated by attorneys at our business partner, the Harris Beach PLLC law firm and integrated into 
the CyMetric platform ensuring that regulatory compliance is part of the solution. Any federal or 
state mandate or custom requirement (cyber insurance, contractual obligations, etc.) can be 
mapped within CyMetric providing a roadmap to meeting those business or operational 
requirements. 

Every control or defined procedure is directly associated with either the elements of a regulation 
or the preferred cyber framework the organization is implementing.  Accordingly, a school district 
and its many stakeholders understand not only the discrete requirements of these protection 
functions, but also how, when viewed as a whole, the security program is performing.  Thus, for 
the technologists, they know exactly what they need to do to improve the program and can fully 
document the procedures they will use to implement each control.  For stakeholders who are 
less technologically focused, they can see a visualization of the program arranged around the 
requirements of a regulation or cyber framework. 

CyMetric delivers insight on how to comply with all of the required elements specified in state 
and federal privacy and cyber security laws: asset inventory of information systems, 
documentation of the data types or information types stored within the school districts’ 
environment, plus assigns a risk profile to those assets.  Additionally, CyMetric outputs 
standards/procedural documents that define districts’ cybersecurity and privacy programs in 
support of district policies.  Lastly, CyMetric provides the mechanism to define how well the 
cybersecurity and privacy program has been implemented through an audit or assessment 
process evaluating the processes and procedures defined by the program.  The outputs from the 
assessment process present stakeholders with insight as to what aspects of their program are 
well defined and where there are risks/exposures that need to be addressed. With the relative 
nascence of cyber security and privacy laws, these mandates can be fairly fluid.  Should state or 
federal agencies make changes to the requirements of a mandate or what an organization should 
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be doing to meet the requirements of the mandate, Caetra.io will monitor for any such changes in 
the regulation and will push out updates to CyMetric customers. This will ensure that they always 
have the latest recommendations on how to comply with the law. 

CyMetric is currently being used by over 45 New York school districts to meet the requirements 
of Part 121, Education Law 2-d and the NIST CSF.  In working with the various Data Protection 
Officers from our customer base, Caetra.io has integrated into its CyMetric platform an optional, 
phased implementation model for the controls required by these standards.  This model is based 
upon a general risk assessment of the schools and an agreed upon prioritization of the controls.  
The phased implementation model enables districts to focus their initiatives on mission critical 
applications and priority controls at program initiation while building upon that model as their 
resources and budget permit.  Districts can maximize the value of their efforts while collaborating 
with their colleagues in other school districts on how to best implement each control.   

CyMetric streamlines cybersecurity efforts school districts.  

CyMetric does the following: 

o Automates the definition of processes and controls that satisfy the regulatory 
requirements, cyber/privacy program objectives, cyber insurance requirements 
and cyber framework objectives eliminating the need for district personnel or 
lawyers to translate the regulation or district policy documents. 

o Standardizes compliance programs on a single set of processes, procedures and 
controls enabling districts to easily incorporate other compliance requirements (e.g. 
NY SHIELD, HIPAA) into their program if the need arises. 

o Meets the requirement for system inventory and data classification to support 
audits. Leveraging a Caetra.io managed inventory of over 1500 software titles, 
school districts select which systems they utilize in their environment which are, in 
turn, imported into CyMetric eliminating significant amounts of data entry required 
to develop an asset inventory. 

o Provides a program assessment mechanism tool integrated into the platform 
enabling districts to migrate away from spreadsheet-based program management. 

o Supports the dynamic nature of cybersecurity and privacy program requirements.  
By creating a centralized repository for all facets of the program, district programs 
stay current with the changing threat landscape.  Updating program 
documentation and adjusting parameters of their security profile is managed by a 
few clicks of a mouse. Program evaluation content, system reports, supporting 
artifacts and documents are easily accessible for facts on demand. 

o Allows for establishing designed phases for program implementation so districts 
can build their program in a manageable and time appropriate manner based upon 
available resources, budget and other factors. 
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o Increases efficiency by enabling an unlimited number of users access the tool at 
the district level. Districts are free to leverage their internal human assets as well as 
external resources like Education Service Agency personnel and third-party 
vendors to help manage their programs. 

o Tracks trends within the district cybersecurity and privacy program by enabling 
year-to-year comparisons of audits to see how the program is evolving and where 
resources need to be applied to ensure risks are being properly addressed. 

CyMetric is developed from the ground up with optimal security and privacy processes in 
place.  

Customer data security, integrity, and availability are essential elements of the CyMetric 
application. CyMetric is architected and designed to ensure customer data is protected from 
access and disclosure to unauthorized external and internal entities. As part of Caetra’s continual 
efforts, the CyMetric application undergoes periodic ‘white hat’ penetration testing to identify any 
possible areas of weakness and to ensure they are not exploitable. Finally, the Caetra Operations 
team has enacted internal policies and procedures to ensure employees follow industry 
standards for protecting and preventing unauthorized disclosure of customer data. 

The CyMetric application is built with technologies used by many Fortune 1000 companies. The 
application is designed and implemented using modern security design implementation patterns. 
Customer data is encrypted at rest and TLS is enforced on all communications from the browser 
to the application instance. Security certificates ensure the information cannot be decrypted or 
subverted by external parties. 

Each quarter, the application dependencies are reviewed and updated to make certain all known 
security issues are addressed. In addition, new critical security issues are addressed as soon as 
identified and an analysis indicates how the issue impacts the platform.  

The application leverages a public 3rd party cryptographic library to authenticate each user 
during the server-side logon process. Once a user is authenticated, an authorization token is 
generated and managed via an expiring JavaScript web token (jwt). The jwt and associated 
server-side “allow list” validates each request is authorized. Authorization is further enforced at 
the server and database level to limit access to relevant customer data. On user logout or session 
expiration, the token is invalidated and purged from the allow list. 

The CyMetric software stack is hosted on Heroku’s Platform as a Service (PaaS) offering. Heroku 
has a dedicated security team constantly monitoring and updating the platform as needed. Due 
to the nature of PaaS, Heroku’s security policies are automatically applied to CyMetric.  

In addition, CyMetric uses several Amazon Web Service (AWS) offerings to securely store certain 
types of customer data such as compliance report pdfs and images in an external cloud service. 
Further, the CyMetric application ensures that the information stored in the AWS platform is 
protected by implementing AWS best practices for identity and access management (IAM) and 
‘least privilege’ authorization by enforcing the minimal level of user rights required to perform the 
user’s role.  



 

www.caetra.io 99 Garnsey Rd, Pittsford, NY 14534 833.955.4900 

The CyMetric application provides strong data security built into its architecture. All customer 
provided compliance data is stored in a Postgres (PostgreSQL) database hosted on Heroku. 
Postgres is a mature relational database with strong security features utilizing industry best 
practices ensuring the data is secure. To ensure that customer data is protected at the customer, 
user, and database levels the CyMetric application uses Postgres’ private schemas providing 
isolation of customer data, role-based access control limiting access to the database, and row 
level security restricting access within the database. Lastly, all Postgres database data files and 
backups are ‘encrypted at rest’ where the data is encrypted on the disk as well as in the shared 
buffers to ensure that the data cannot be accessed outside of the application. 

Data protection and disaster recovery measures ensure that the CyMetric application and 
customer data will be available and recoverable in the event a catastrophic incident impacting 
the data center hosting CyMetric. CyMetric builds on Heroku and Amazon’s native durability, 
availability, and disaster recovery services. This, combined with the Caetra Operations Team’s 
recovery procedures, ensures that Caetra is able to transfer data from backups to alternative data 
centers and restart the application with limited manual actions. 

What platforms does the product work in?  

CyMetric is a cloud-based software as a service platform.  As such, CyMetric works on any 
platform that supports a web browser.  

What are the technical requirements?  

CyMetric is a cloud-based application and requires no technical infrastructure, hardware or other 
components to be installed or put into place in order to utilize the application. CyMetric does 
require the use of a contemporary web browser to run effectively.  The web browsers currently 
supported by CyMetric are: 

• Google Chrome 

• Microsoft Edge 

• Apple Safari 

• Mozilla Firefox 

Browsers should be running the most recent versions provided by the manufacturer to maximize 
security and browser capability. 
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When a purchasing agency seeks to procure goods and services using funds under a federal grant or contract, specific 
federal laws, regulations, and requirements may apply in addition to those under state law.  This includes, but is not limited 
to, the procurement standards of the Uniform Administrative Requirements, Cost Principles and Audit Requirements for 
Federal Awards, 2 CFR 200, referred to as the “Uniform Guidance” or new “EDGAR”.  All Respondents submitting proposals 
must complete this EDGAR Certification form regarding the Respondent’s willingness and ability to comply with certain 
requirements, which may apply to specific agency purchases using federal grant funds.   

For each of the items below, the Respondent will certify its agreement and ability to comply, where applicable, by having 
the Respondent’s authorized representative check, initial the applicable boxes, and sign the acknowledgment at the end 
of this form.  If a Respondent fails to complete any item of this form, AEPA will consider and may list the response, as the 
Respondents are unable to comply.   A “No” response to any of the items below may influence the ability of a purchasing 
agency to purchase from the Respondent using federal funds.   

1. Violation of Contract Terms and Conditions
Provisions regarding Respondent default are included in AEPA’s terms and conditions.  Any contract award will be
subject to such terms and conditions, as well as any additional terms and conditions in any purchase order, ancillary
agency contract, or construction contract agreed upon by the Respondent and the purchasing agency, which must be
consistent with and protect the purchasing agency at least to the same extent as AEPA’s terms and conditions.  The
remedies under the contract are in addition to any other remedies that may be available under law or in equity.

2. Termination for Cause of Convenience
For a participating agency purchase or contract in excess of $10,000 made using federal funds, you agree that the
following term and condition shall apply:

The participating agency may terminate or cancel any purchase order under this contract at any time, with or without 
cause, by providing seven (7) business days in advance written notice to the Respondent.  If this agreement is 
terminated in accordance with this paragraph, the participating agency shall only be required to pay Respondent for 
goods and services delivered to the participating agency prior to the termination and not otherwise returned in 
accordance with the Respondent’s return policy.  If the participating agency has paid the Respondent for goods and 
services provided as the date of termination, Respondent shall immediately refund such payment(s). 

If an alternate provision for termination of a participating agency’s purchase for cause and convenience, including how 
it will be affected and the basis for settlement, is in the participating agency’s purchase order, ancillary agreement or 
construction contract agreed to by the Respondent, the participating agency’s provision shall control.  

3. Equal Employment Opportunity
Except as otherwise provided under 41 CFR Part 60, all participating agency purchases or contract that meet the
definition of “federally assisted construction contract” in 41 CFR Part 60-1.3 shall be deemed to include the equal
opportunity clause provided under 41 CFR 60-1.4(b), in accordance with Executive Order 11246, “Equal Employment
Opportunity” (30 FR 12319, 12935, 3 CFR Part, 1964-1965 Comp., p. 339), as amended by Executive Order 11375,
“Amending Executive Order 11246 Relating to Equal Employment Opportunity,” and implementing regulations at 41
CFR Part 60,  “Office of Federal Contract Compliance Programs, Equal Employment Opportunity, Department of Labor.”

The equal opportunity clause provided under 41 CFR 60-1.4(b) is hereby incorporated by reference.  Respondent agrees 
that such provision applies to any participating agency purchase or contract that meets the definition of “federally 
assisted construction contract” in 41 CFR Part 60-1.3 and Respondent agrees that it shall comply with such provision.  

4. Davis Bacon Act
When required by Federal program legislation, Respondent agrees that, for all participating agency contracts for the
construction, alteration, or repair (including painting and decorating) of public buildings or public works, in excess of
$2,000, Respondent shall comply with the Davis-Bacon Act (40 U.S.C. 3141-3144, and 3146-3148) as supplemented by
Department of Labor regulations (29 CFR Part 5, “Labor Standards Provisions Applicable to Contracts Covering
Federally Financed and Assisted Construction”).  In accordance with the statute, Respondent is required to pay wages

Uniform Guidance “EDGAR” Certification Form
2 CFR Part 200 
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to laborers and mechanics at a rate not less than the prevailing wages specific in a wage determinate made by the 
Secretary of Labor.  Also, Respondent shall pay wages not less than once a week. 

Current prevailing wage determinations issued by the Department of Labor are available at www.wdol.gov.  
Respondent agrees that, for any purchase to which this requirement applies, the award of the purchase to the 
Respondent is conditioned upon Respondent’s acceptance of wage determination. 

Respondent further agrees that is shall also comply with the Copeland “Anti-Kickback” Act (40 U.S.C. 3145), as 
supplemented by Department of Labor regulations (29 CFR Part 3, “Contractors and Subcontractors on Public Building 
or Public Work Financed in Whole or in Part by Loans or Grants from the United States”).  The Act provides that each 
construction completion, or repair of public work, to give up any part of the compensation to which he is otherwise 
entitled under his contract of employment, shall be defined under this titled or imprisoned not more than five (5) years, 
or both. 

5. Contract Work Hours and Safety Standards Act
Where applicable, for all participating agency purchases in excess of $100,000 that involve the employment of
mechanics or laborers, Respondent agrees to comply with 40 U.S.C. 3702 and 3704, as supplemented by Department of
Labor regulations (29 CFR Part 5).  Under 40 U.S.C. 3702 of the Act, Respondent is required to compute the wages of
every mechanic and laborer based on a standard workweek of 40 hours.  Work in excess of the standard workweek is
permissible provided that the worker is compensated at a rate of not less than one and a half times the basic rate of pay 
for all hours worked in excess of 40 hours in the workweek.  The requirements of the 40 U.S.C. 3704 applies to
construction work and provides that no laborer or mechanic must be required to work in surroundings or under
working conditions that are unsanitary, hazardous, or dangerous.  These requirements do not apply to the purchase of
supplies, materials or articles ordinarily available on the open market, or contracts for transportation or transmission
of intelligence.

6. Right to Inventions Made Under a Contract or Agreement
If the participating agency’s federal award meets the definition of “funding agreement” under 37 CFR 401.2(a) and the
recipient or sub-recipient wishes to enter into a contract with a small business firm or nonprofit organization regarding 
the substitution of parties, assignment or performance or experiments, developmental or research work under the
“funding agreement,” the recipient or sub-recipient must comply with the requirements of 37 CFR Part 401, “Rights to
Inventions Made by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and
Cooperative Agreements,” and any implementing regulations issued by the awarding agency.

7. Clean Air Act and Federal Water Pollution Control Act
Clean Air Act (42 U.S.C. 7401-7671q.) and the Federal Water Pollution Control Act (33 U.S.C. 1251-1387), as amended,
contracts and subgrants of amounts in excess of $150,000 must contain a provision that requires the non-Federal
award to agree to comply with all applicable standards, orders, or regulations issued pursuant to the Clean Air Act (42
U.S.C. 7401-7671q.) and the Federal Water Pollution Control Act, as amended (33 U.S.C. 1251-1387).  Violations must
be reported to the Federal awarding agency and the Regional Office of the Environmental Protection Agency (EPA).
When required, Respondent agrees to comply with all applicable standards, orders, or regulations issued pursuant to
the Clean Air Act and the Federal Water Pollution Control Act.

8. Debarment and Suspension
Debarment and Suspension (Executive Orders 12549 and 12689), a contract award (see 2 CFR 180.222) must not be
made to parties listed on the government-wide exclusions in the System for Award Management (SAM), in accordance
with OMB guidelines at 2 CFR 180 that implement Executive Orders 12549 (3 CFR Part 1966 Comp. p. 189) and 12689
(3 CFR Part 1989 Comp. p. 235), “Debarment and Suspension.”  SAM exclusions contain the names of parties debarred,
suspended, or otherwise excluded by agencies, as well as parties declared ineligible under statutory or regulatory
authority other than Executive Order 12549.  Respondent certifies that the Respondent is not currently listed and
further agrees to immediately notify AEPA and all participating agencies with pending purchases or seeking to purchase 
from the Respondent if Respondent is later listed on the government-wide exclusions in SAM, or is debarred, suspended,
or otherwise excluded by agencies or declared ineligible under state statutory or regulatory authority other than
Executive Order 12549.

9. Byrd Anti-Lobbying Amendment

http://www.wdol.gov/
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Byrd Anti-Lobbying Amendment (31 U.S.C. 1352), Respondents that apply or bid for an award exceeding $100,000 must 
file the required certification. Each tier certifies to the tier above that it will not and has not used Federal appropriated 
funds to pay any person or organization for influencing or attempting to influence an officer or employee of any agency, 
a member of Congress, officer or employee of Congress, or an employee of a member of Congress in connection with 
obtaining any Federal contract, grant or any other award covered by 31 U.S.C. 1352.  Each tier must also disclose any 
lobbying with non-Federal funds that take place in connection with obtaining any Federal award.  Such disclosures are 
forwarded from tier to tier up to the non-Federal award. 

10. Procurement of Recovered Materials
For participating agency purchases utilizing Federal funds, Respondent agrees to comply with Section 6002 of the Solid 
Waste Disposal Act, as amended by the Resource Conservation and Recovery Act where applicable and provide such
information and certifications as a participating agency may require to confirm estimates and otherwise comply.  The
requirements of Section 6002 include procuring only items designated in guidelines of the Environmental Protection
Agency (EPA) at 40 CFR Part 247 that contain the highest percentage of recovered materials practicable, consistent
with maintaining a satisfactory level of competition, where the purchase price of the item exceeds $10,000 or the value
of the quantity acquired during the preceding fiscal year exceeded $10,000; procuring solid waste management services 
in a manner that maximizes energy and resource recovery, and establishing an affirmative procurement program for
procurement of recovered materials identified in the EPA guidelines.

11. Profit as a Separate Element of Price
For purchases using federal funds in excess of $150,000, a participating agency may be required to negotiate profit as
a separate element of the price.  See 2 CFRR 200.323(b).  When required by a participating agency, Respondent agrees
to provide information and negotiate with the participating agency regarding profit as a separate element of the price
for a particular purchase.  However, Respondent agrees that the total price, including profit, charged by the Respondent 
to the participating agency shall not exceed the awarded pricing, including any applicable discount, under the
Respondent’s contract with AEPA.

12. General Compliance with Participating Agencies
In addition to the foregoing specific requirements, Respondent agrees, in accepting any purchase order from a
participating agency, it shall make a good faith effort to work with a participating agency to provide such information
and to satisfy requirements as may apply to a particular purchase or purchases including, but not limited to, applicable
record keeping and record retention requirements as noted in the Federal Acquisition Regulation, FAR 4.703(a).

13. Governing Law; Forum Selection.
Respondent acknowledges and agrees that any legal action or proceeding in which the Association of Educational
Purchasing Agencies, Inc. (“AEPA”), is a party, that in any way relates to this solicitation, any contract award or the
services provided thereunder, any other document executed in connection herewith, or for recognition and
enforcement of any judgment in respect hereof brought by Respondent, a participating agency, or other party hereto,
or its successors or assigns, will be governed by, construed and interpreted by the laws of the Commonwealth of
Kentucky, and must be brought and determined in the state courts of the Commonwealth of Kentucky in Warren County, 
Kentucky, or the United States Western District of Kentucky (and may not be brought or determined in any other forum
or jurisdiction), and each party hereto submits with regard to any action or proceeding for itself and in respect of its
property, generally and unconditionally, to the sole and exclusive jurisdiction of the aforesaid courts and waives any
further objection.

Respondent further acknowledges and agrees that any legal action or proceeding in which a party includes a 
participating agency, but does not include AEPA as a party, that in any way relates to this solicitation, any contract 
award or the services provided thereunder, any other document executed in connection herewith, or for recognition 
and enforcement of any judgment in respect hereof brought by Respondent, a participating agency, or other party 
hereto, or its successors or assigns, will be governed by, construed and interpreted by the laws of the state in which the 
participating agency is domiciled, and must be brought and determined in the state in which the participating agency 
is domiciled (and may not be brought or determined in any other forum or jurisdiction), and each party hereto submits 
with regard to any action or proceeding for itself and in respect of its property, generally and unconditionally, to the 
sole and exclusive jurisdiction of the aforesaid courts and waives any further objection. 
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Instructions:  Utilize the checklist below, reviewing to confirm that all the required documents have been 
uploaded to Public Purchase, in their specified/required format, by the due date and time listed for this 
solicitation.  Submissions not following the specified/required format may result in being marked non-
responsive and may not be considered for evaluation.  Respondents are reminded that failure to follow, comply 
with, and adhere to the enclosed instructions of this solicitation may result in their response being deemed non-
responsive.  AEPA, its Member Agencies, affiliate agencies, and authorized representatives are not responsible for 
bid proposals that are incomplete, unreadable, or received after the solicitation deadline submission date. 
“x” Document Title, Uploaded to Bonfire (Respondent 

must submit documents in the required title/format) 
Format of Uploaded 
Document 

Notes 

Bid Bond – if Required, see Part A if applicable. Upload PDF copy of the 
bid security. 

The original bid 
security must be 
received by  Lakes 
Country Service 
Cooperative by due 
date and time. 

Part C – State-Specific Forms – Name of Responding 
Company 

Single, Scanned PDF New Jersey Only 
Requirement. 
Signatures Required. 

Part D - Questionnaire – Name of Responding 
Company 
Includes: 

● Company Information
● Service Questionnaire
● Exceptions
● Deviations

Single, Scanned PDF Required. 

Part E – Signature Forms – Name of Responding 
Company 
Includes: 

● Uniform Guidance “EDGAR” Certification
● Solicitation Affidavit
● Acceptance of Solicitation & Contract

Single, Scanned PDF Required. 
Signatures required. 

Part F – Pricing Schedule – Name of Responding 
Company 

Excel Workbook Required. 

Price List and/or Catalog – Name of Responding 
Company 

Upload PDF Required. 

Exhibit A – Marketing Plan – Name of Responding 
Company 

Scanned PDF Optional. Form not 
provided by AEPA, 
Respondent Created 

Solicitation  Checklist

X

X

X

X

X
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